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v' During the audit procedure itself, few points are discussed by the auditor with the
management / General Manager / Deputy General Manager efc, as the case may
be, and solve the issues on the spot.

v Thereafter, a copy of the Bank is sent to the Audit Committee Head, and the same
is put before the Board in the Board Meeting.

¥ And all statutory compliances regarding investment portfolio audit report and
submitting a copy to the RBI are fulfilled

9. REPORTING SYSTEM

# The concurrent auditors will report the minor irregularities, wrong calculations ete. to
the Branch Manager for an on-the-spot rectification and reporting compliance.

» If these irregularities are not rectified within a reasonable period of time say a week,
these may be reported to the head office. If the auditor observes any serious
irregularities, these will be straight away reported to Head Office immediately. The
auditor will have to lay emphasis on the propriety aspect of the audit. The bank will
prepare appropriate system of follow-up of the reports of the concurrent auditors. The
bank will draw a system of annual review of the working of concurrent audit.

The entire system of audit, inspection and their follow-up is properly documented and
the performance of the integrated audit system is reviewed from time to time

10. APPROVAL BY BOARD OF DIRECTORS

# The Board of Directors approved Audit Policy in Board Meeting held on 23-04-2022.

Date: 23-04-2022
Ahmedabad CEO/ Ifc CEO / GM / Authorized Signatory
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8. COMPLIANCE

7 The bank will follow all regulatory requirements that compliance RBI, Gujarat State Co-
operative Societies Act, ICAI guidelines and any other acts concern to the bank.

9. REVIEW OF THE POLICY
7 The policy will be reviewed as and when felt necessary by the Board.

10. APPROVAL BY BOARD OF DIRECTORS

7 The Board of Directors approved the Business Continuing Planning Policy in Board
Meeting held on 23-04-2022.

Date: 23-04-2022
Ahmedabad

CEO/ Ijc CEO / GM / Authorized Signatory
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vil.

viii.

All Bank antivirus data loss prevention and other security system must not be
disabled interfered with or circumvented in any way.

All Remote Access Tools must support strong, end-to-end encryption of the remote
access communication channels.

Remote Access Toals must support the Bank application layer proxy rather than
direct connections through the perimeter firewall.

All Remote Access Tools must be purchased through the standard Bank

procurement process and General Manager must approve the purchase.

20.Router and Switch Security:

Wi,

Vil

Primary and Secondary Network Managed Routers will not be accessible by the
Bank Staff.

Except above, Every Router and Switch of the Bank must meet the configuration
standard and must use TACACS+ for user authentication.

To enable password on the router or switch must be kept in a secure encrypted form.
The router or switch must have the enable password set to the current production
router / switch password from the device’s support organization.

The under mentioned services or features must be disabled:

i IP directed broadcasts

i. UDP small services

ii. TCP small services

iv. Auto configuration

V. All web services running on routers

vi.  Telnet, FTP and HTTP services

vii.  All source routing and switching

vilii.  Cisco discovery protocol on Internet connected interfaces

Passwaord encryption must be configured

All routing updates shall be done using secure routing updates












wi.

The managers are responsible for the identification of the critical business
application and associated data, files and folders that are required to be backed up.
The media to be used for taking backups e.g. CDs / DATs / DLTs/ LTOs / External
HDD's shall be identified by the backup operator.

The backup media usage details shall be maintained by the bank.

26.Log Management:

vi.

There shall be Log and Audit in our Bank. Logs and Audits trails are a means of
recording a user's activity or system activity as it happens. It as an ongoing security
practice shall deter the misuse of system resources. However, logs and audit do not
prevent the events from occurring.

Operating systems databases shall be configured to audit the transactions that meet
exception criteria.

Adequate audit trails shall be captured and certain information needed to determine
sensitive events and pattern analysis which could indicate possible fraudulent use of
the system (repeated, unsuccessful logons, access attempt over a series of days
shall be analysed.

This audit trail shall include information about the who, what, when, where and any
special information of logging such as: success or failure of the event and use of
authentication keys, where applicable.

The system administrator shall identify the events and activities to be audited and
logged.

The following logs shall be mentioned

L Logs of user's access

i. Logs of antivirus activities

ii. Logs of system activity

v, Logs of Network monitaring

V. Logs of server Performance monitoring



vil.

viii.

%l

In the security audit log following events shall be written and recorded:

i Successful user authentication attempt

ii. Failure authentication attempt

iii. Successful accesses of security critical resources e.g. Secret Data, Screen

Routers, Firewalls etc

iv. Changes to system security configurations e.g. Firewall Rules, New system
accounts etc

V. Modification of system-supplied software e.g. Application files, Services,
Registry settings elc

vi. Changes to access rights of resources

vii.  Creation, modification or deletion of critical or sensitive files or database
information.

vii.  All identification information shall be logged even if the user ID supplied is not
valid.

iX. Resource access attempts that are denied by the resource access control
mechanism.

User/process activities to be audited include: User ID, System login/logoff, Successful

sign-on by authorized users and failed sign-on attempts

The Router Logs shall provide information about: Network Traffic, Console Logging,

Configuration Change Logs, Unautharized access, Inbound and outbound packets

which have been dropped

Switch Logs shall provide information about: Network Traffic, Console Logging,

Configuration Change Logs, Unauthorized access, Inbound and outbound packets

which have been dropped

Firewall Logs shall provide information about: Host operating system leg messages,

change to network interfaces, Unauthorized access, change to firewall policy,

Inbound and outbound packets which have been dropped












xxiii. Electrical outlets shall not be overloaded which might result in power outage.

xxiv. The following computer environment controls shall be installed:

.

V.

vi.

wii.

wiii.

UPS with backup units

Backup Power Supply

Emergency power cut off swilches

Emergency lighting arrangements

Air conditioners

Fire Prevention, fire alarm and fire suppression equipments
Inflammable items shall not be kept in data centre

All above equipments must be in working condition

30.Reporting of cyber incidents:

The Bank will report immediately all unusual cyber security incidents (whether they were
successful or mere attempts) to Department of Co-operative Bank Supervision, Reserve

Bank of India, Central Office, C-9, 1% floor, BKC, Mumbai 400051 by e-mail giving full

details of the incidents.

The Board of Directors approved the Cyber Security Policy in Board Meeting held on 22-05-

2022.

Date: 22-05-2022

Ahmedabad

CEO /e CEQ / GM / Authorized Signatory
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v The bank would review the systems and procedures, identified the causative
factors and plugged the lacunae and the fact of which has been certified by the
Board.

v The bank would also pursue vigorously with the Police/Court for final disposal of
the pending cases especially where the banks have completed staff side action.
11. REPORTING CASES OF THEFT, BURGLARY, DACOITY AND BANK ROBBERIES

7 The bank will report by fax/e-mail instances of thefts, burglaries, dacoities and robberies
to the following authorities immediately on their occurrence:

¥ The Chief General Manager-in-Charge, Reserve Bank of India, Urban Banks
Department, Central Office, Garment House, Worli, Mumbai-400018.

¥ Regional Office of Reserve Bank of India, Urban Banks Department.

» The bank would submit a quartm*l}' consolidated statement in the format given in FMR-4
covering all cases pertaining to the quarter within 15 days of the end of the quarter to
which it relates.

7 The bank may submit a nil report if did not have any such incidence during the quarter.
12. REVIEW OF THE POLICY

» The Policy will be reviewed as and when felt necessary by the Board

13, APPROVAL BY BOARD OF DIRECTORS

» The Board of Directors approved “Fraud Policy” in Board Meeting held on 23-04-2022,

Date: 23-04-2022
Ahmedabad CEO/ IJe CEO / GM / Authorized Signatory
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For opening an account of unincorporated association or body of individuals, certified copies of each
of the following documents shall be obtained:

a.

b.

Resolution of the managing body of such association or body of mdividuals

Permanent Account Number or Form No. 60 of the unincorporated association or a body of
individuals

Power of attorney granted to transact on its behalf

Documents as specified in Section 16, of the person holding an power of attorney to transact on
its behalf and

Such imformation as may be required by the Bank to collectively establish the legal existence
of such an association or body of individuals.

Explanation: Unregistered trusts/partnership firms shall be icluded under the term
‘unincorporated association’.

Explanation: Term *body of individuals® includes societies.

For opening accounts of juridical persons not specifically covered in the earlier part, such as societies,
universities and local bodies like village panchayats, certified copies of the following documents shall
be obtained:

.

b.

Document showing name of the person authorised to act on behalf of the entity;

Documents, as specified in Section 16, of the person holding an attorney to transact on its behalf
and

Such documents as may be required by the Bank to establish the legal existence of such an
entity/juridical person.

APPROVAL BY BOARD OF DIRECTORS: The Board of Directors reviewed Investment Policy in

Board Meeting held on 22-05-2022,

Date: 22-05-2022
Ahmedabad

CEO/ I/c CEO/ GM / Authorized Signatory
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. Investment in Non SLR Securities will be restricted to 10% of Total Deposits of dated

31/03/2022 i.e. Rs. 296.70 Crore * 10% = Rs. 29.67 Crores.

. Investment in Unlisted securities should not be exceeds 10% of Total Non SLR

mvestment.

. The Total Unsecured Loans and Advances of our bank will not exceed by 10% of Total

Assets of 31/03/2022 of the bank at any time during the year = Rs.387.91 Cr * 10% = Rs.
38.79 Crores.

. Bank Unsecured Advances will include Clean loans, Medical Loans, overdraft and

cheques hundies purchased and discounted.

. Limit for Individual and Group Borrowers for Unsecured Advance will be limited to the

limits preﬂcribud by RBI from time to time.

. Bank will not make finance for Bridge loans or will not entertain any type of interim

finance for any purpose.

. Bank's total exposures to real estate sectors and Housing sectors will not exceed 10% of

Total Assets = Rs. 387.91 Cr * 10'% = Rs. 38.79 Crores,

Caleulation of Loanable funds will be as per fﬂﬂuwing parameters.

5r. No, Particulars Limit

1 Paid up Share Capital 75.00%

2 Free Reserves 75.00%

3 Total Deposits 70.00%

4 Borrowings from Central District Banks / GSC Bank / State Co-op [100.00%
Banks

Date: 22-05-2022
Ahmedabad CEO/ Ve CEO/ GM / Authorized Signatory
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16. REVIEW OF THE POLICY
# The Policy will be reviewed on yearly basis or as and when felt necessary by the Board
17. APPROVAL BY BOARD OF DIRECTORS

18. The Board of Directors reviewed the “Real Estate Valuation Pﬂ]if}"" in Board Meeting
held on 23-04-2022,

Date: 23-04-2022
Ahmedabad CEO/ I/e CEO / GM / Authorized Signatory



For Restricted Circulation Only

BMCB
BANK

ESTD 1295

THE BHUJ] MERCANTILE CO-OP. BANK LTD.

H.O. Mithakhali Six Roads, Ahmedabad GJ-380006, www.bhujbank.com Multi- State Bank_

RECOVERY POLICY

Approved By:
Board of Directors — Meeting Dated 23-04-2022.







1.

h. % vidiisl ot % waiel sul wedl o aydid-Al asad il vl g d 20 vaail 20yel
ot #ud Bamdl 2sm wd adlw, owsllerd 19 2204, diaddl oudl ( yea 2 ouer )
Guasa RsaidldAl Badl wellda am 2 22y s (Bsadl 4 suaa-n siaidl
[Eatdl zud st w2 euollez gzl yeauui 2udd wadia i divy eraus e sl
wgal o1 wHa A Hsdl.

L Aa (end) AR Harort Yo sl A Saial aivg A4 Fela 44

= A w-u woleds Reaiq) =

Girgril S13523 AUl dMAL 300 - astdiiL sy [Bs vidinl awdq ad ass 4dl

U 52l vdal o bl sles Aagell siduet 254 suvart @sey sul i dl 4 254 A did
vl 2L ddl.

ol el Ul Hed 2L WA WHEAML SUHE wuadl Adl,

A5l e, £s-la cuy w4 dlae wad @33t sudlezdl WERadlA suad d2dl 25m g 590 Wt
524 d 65 olif 454l 59,

. HHIAA 2L 222U HMIAA S2A-L 2issYH sizelHl 4ia sl

B usd s34 B WEsud s34 nisaun-l 20yel 354 ol-sul vt 2uad vid d [oidl ol-sl
syouHl AR UGIML HsUHL 1Al

aatan 200l 2N Wyl auawee woudl 248 B Vsl AL W sl 244,

R.B.L dul @212 si-204. waadl, 2049z (2esz vidl) dzsdl Gigd amidl qaud 3ol
uEuaA- 203 ol-sl H.s divu [ely af ayad 53 asd,

sadl widlalldl ed wslAl aedle: 23-04-2022 - eitdA aisa asl d wud Bad o5 da 2@z, assadl
sl avidl avat 2usaid »ulA g a9 wdlan sl 2uadl,

Date: 23-04-2022
Ahmedabad CEO/I/c CEO/ GM/ Authorized Signatory
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